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There are many national initiatives on examining and countering hybrid threats (especially 
propaganda) acting rather inconsistently and competing each other. Therefore, at the time 
of growing range of challenges, coordination of efforts both on national and international 
levels should be among the top challenging priorities. 

From practical point of view, representing Ukrainian interests, as a Partner country from the 
Eastern Neighbourhood, I’m going to concentrate on already proposed ideas worthy of 
further elaboration as well as new complementing ones to reflect the latest developments in 
security environment, just to remind a few: 

- Concentration on applied research of political, economic, social, demographic, ethno- 
confessional problems, and current political developments in Russian Federation; 

- Exchanging experience with NATO Allies on countering Russian propaganda and 
informational influence;  

- Executing joint informational countermeasures, promoting positive Alliance’s image 
and raising awareness among the Ukrainian populations on NATO activities, principles and 
values as well as benefits to join the organisation;  

- Creation of international experts network to elaborate comprehensive strategy for 
countering hybrid aggression (potentially based on the NATO-Ukraine Platform on 
Countering Hybrid Warfare); this network could also develop a Comprehensive Prediction 
Model based on the experience of the Russia-Ukraine conflict, to provide support with 
methodology for preventing hybrid attacks on different conflict’s phases and formulate 
appropriate state’s policy towards handling “frozen” or other potential conflict situations; 
monitoring security situation developments in separate/sensitive European regions against 
specially designed security indexes to serve as a signal points for perspective early warning 
and prevention system – to eliminate destabilizing tendencies in regions the hybrid 
aggression could be targeted at;  

- Foundation of the Euro Atlantic High-Level Expert Group on Intelligence Issues 
concentrated on hybrid warfare with broad involvement of the nongovernmental experts, 
including former intelligence officers with appropriate expertise;    

- Providing support for Partners to establish cooperation with global Internet giants 
(Google, Facebook, Twitter, etc.) to detect and block disinformation and other actions aimed 
at inciting hostility and hatred in society; 
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- Elaborating mechanisms to impose sanctions for committing cyber-attacks;  

- Coordinating efforts in training journalists, opinion makers and governmental 
servants to distinguish between truth and lie avoiding bias based on differences in languages 
and state borders. 

Additional set of practical ideas also might be considered: 

- Establishing close cooperation with Ukrainian experts on drafting NATO Membership 
Action Plan for Ukraine as well as further improvement of the Annual National Programme 
of Ukraine-NATO Cooperation with the aim to stick as much as closely to conceptual issues 
on understanding hybrid threats through human security prism; many activities in the 
Programme (considering content of all the previous additions) should be directly related to 
addressing hybrid threats through the NATO-Ukraine Platform on Countering Hybrid 
Warfare,  implementation of the Strategic Communication Programme,  informing/raising 
awareness among population, and implementing measures under the Science for Peace and 
Security (SPS) Programme;  

- Intensifying international cooperation in the sphere of strategic communications, 
including further implementation of Strategic Communications Partnership Roadmap to 
share Ukraine’s experience in addressing information threats in the Joint Forces Operation 
(formerly ATO) zone; 

- Extending cooperation under the SPS Programme to cover emerging hybrid security 
challenges and threats, organizing special ARWs dedicated to hybrid threats; 

- Scrutinizing new (virtual) election technologies and their hybrid potential especially 
prior to the upcoming parliamentary election in Ukraine; 

- Developing a Joint Strategy for Countering Hybrid Threats in the Black Sea region 
with an emphasis on cooperation between Partners and Allies using the potential of public 
diplomacy agenda;  

- Starting up a kind of Multinational Capability Development Campaign project on 
countering hybrid threats in the Black Sea region under the auspices of the NATO-Ukraine 
Platform on Countering Hybrid Warfare with broad participation of experts from all effected 
littoral states;  

- Ensuring steady international monitoring and discussing of security situation 
developments in the Black Sea and Azov Sea water, with particular attention to preventing 
military incidents and tensions; to that end, to create a kind of Regional Seapower 
Symposium for the Black Sea and Azov Sea regions as a prototype of the Venice Seapower 
Symposium for Mediterranean and Black Sea Countries; 

- Broadening public outreach to common people, explaining practical benefits from the 
Euro-Atlantic integration process, including in the pol-mil dimension, recalling provisions of 
the Joint Framework to Counter Hybrid Threats and foster the resilience of Partner 
countries;   

- Supporting the East StratCom Task Force awareness-raising activities in the Eastern 
Partnership countries and Member States about the impact of Russian disinformation; with 
the goal of enhancing Partners' capacities to counter hybrid threats, to complete Hybrid Risk 
Survey identifying critical vulnerabilities in the Bleak Sea and Azov Sea regions; 
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- Establishing close cooperation with the European Centre of Excellence for Countering 
Hybrid Threats and initiating broader cooperation with the Eastern Partnership countries.   

While developing cooperation on equal footing, the conceptual issue of applying state-
security versus human security approach should be taken into account to eliminate 
misunderstanding on identifying, assessing and addressing hybrid threats.   

Another crucial point is to avoid temptation of using hybrid threats to cover ruling elite’s 
interests – so called “over-hybridization” tendency, when the idea of hybrid threats itself 
could be gradually transformed into the element of another kind of internal hybrid warfare 
instrument.  

 


