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Objective 

 Provide high level overview of the Chemical Facility Anti-

Terrorism (CFATS) Program 

 Identify best practices that can be applied to: 

 Regulation and/or voluntary program development 

 Working with private sector 

 Security objectives appropriate for the private sector (small and 

large businesses) 

 Chemical security program management 



DHS recognizes this Persistent and Evolving Threat  

 A successful attack on some 

chemical facilities could potentially 

cause a significant number of 

deaths and injuries 

 Certain chemical facilities possess 

materials that could be stolen or 

diverted and used as or converted 

into weapons for use offsite 
 West, Texas, in 2013. Image 

courtesy of the Chemical 

Safety Board. 

Why Chemical Facility Security? 
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Statutory Authority 

 In December 2007, Congress authorized the Department to 

regulate security at “high-risk” chemical facilities 

 The Department developed the Chemical Facility Anti-Terrorism 

Standards (CFATS), 6 CFR Part 27, to implement this authority 

 In December 2014, Congress passed the Protecting and 

Securing Chemical Facilities from Terrorist Attacks Act of 2014 

 Extended the Department’s authority over security at high-risk 

chemical facilities 

 

 

Why Chemical Facility Security? 
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 In working closely with industry and 
local, state, and Federal agencies, 
DHS realized this regulation could 
not focus on one specific industry  

 Numerous industries use 
dangerous chemicals 

 To target all of these industries, 
DHS targeted specific chemicals 
rather than specific industry types 

Developing CFATS 
Determining the targeted community 

Top Industry Types 

Regulated by CFATS 

Manufacturing 

Wholesale Trade 

Retail Trade 

Transportation and Warehousing 

Mining, Quarrying, and Oil and 

Gas Extraction 

Utilities 

Agriculture, Forestry, Fishing, 

and Hunting 

Professional, Scientific, and 

Technical Services 

Educational Services 

Administrative, Support, Waste 

Management, and Remediation 

Services 

Number of Employees 1 12,000 
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 DHS accomplished this by developing “Appendix A,” a list of 

chemicals of interest (COI) at specific threshold quantities and 

concentrations which would require reporting to the 

Department 

 Appendix A consists of over 300 chemicals 

 

Developing CFATS 
Determining the targeted community 

 

Chemical 
Manufacturing 

Oil Refinery 
Farm 
Cooperatives 

Colleges and 
Universities 

Food 
Processing 



Appendix A 

 At least one security issue associated with each COI 

 Release (Toxic, Flammable, Explosive) 

 Theft and diversion (CW/CWP [Chemical Weapons/Chemical Weapons 

Precursor], WME [Weapons of Mass Effect], EXP/IEDP 

[Explosives/Improvised Explosive Device Precursor]) 

 Sabotage and contamination 

 Appendix A is used to determine if a chemical facility must complete 

a Top-Screen 
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The CFATS Process  

Submit 

Top-Screen 

Provide a 
Security 

Vulnerability 
Assessment 

(SVA) 

Complete 

Site Security 
Plan (SSP) or 
Alternative 

Security Plan 
(ASP) 

Receive 
Authorization 

and an 
Authorization 

Inspection 

Receive 
Approval of 
the SSP/ASP 

Implement Planned 
Measures and 

Undergo Regular 
Compliance 
Inspections 

DHS provides compliance assistance upon 

request at any stage of this process 
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Key CFATS Tools 

Chemical Security Assessment Tool (CSAT) 

CSAT is the backbone of the 
CFATS program and currently 
includes five primary 
applications: 

• User Registration 

• Top Screen 

• SVA 

• SSP 

• Personnel Surety Program 

 

Chemical-terrorism Vulnerability 
Information (CVI) 

CVI is the information 
protection category used to 
ensure secure handling of 

certain sensitive CFATS-
related information 
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 DHS uses information submitted through assessments to determine if 

a facility is high risk 

 High risk (i.e., covered) facilities are placed in 

1 of 4 high-risk tiers 

 More than 3,100 high-risk facilities 

 
 More than 3,000 facilities have  

 eliminated, reduced, or modified  

 their holdings and/or processes  

 and are no longer considered high-risk 

 

Essentials of the CFATS Program 
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4% 

H
ig

h
e
s

t 
R

is
k

 

Tier 2  

12% 

Tier 3 

30% 

Tier 4 

54% 
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Top-Screen 

 Within 60 calendar days for facilities that come into possession 

of any COI at the specified quantity and concentration, they 

must submit a Top-Screen which identifies: 

 Chemicals 

 Quantities 

 Packaging / container types 

 Geospatial location 

25 1 

High Low 

Number of COI Tiered 

at a Single Facility 
Average: 2 
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Top-Screen Best Practices 

 DHS recently identified best practices to include additional 

information, such as: 

 Container pressure, temperature, etc. 

 Critical asset identification 

 Inherent vulnerability factors 
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Exemptions 

• Facilities regulated by the Nuclear Regulatory Commission 

• Facilities owned by the Departments of Defense or Energy 

• Public water systems and water treatment works regulated 
under certain Federal water quality laws 

• Facilities regulated under the Maritime Transportation 
Security Act  

Statutory Exemptions 

• In January 2008, DHS indefinitely extended the Top-
Screen due date for agricultural production facilities 

Agricultural Production Facilities 
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Security Vulnerability Assessment 

 Facilities that receive a Tier (1 – 4) after submitting a Top 

Screen will be required to submit a Security Vulnerability 

Assessment (SVA) 

 DHS recently identified best practices to streamline this SVA 

to: 

 Focus on identifying vulnerabilities associated with the facility's 

COI, security issue, and chemical usage 

 Compare those vulnerabilities against overarching security 

objectives 
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Security Planning 

 DHS then requires facilities to develop a security plan either 
online through our Site Security Plan (SSP) tool or via a facility 
template called an Alternative Security Program (ASP) 

 The plan identifies existing security measures and any security 
measures the facilities plan and/or propose to implement  

 The SSP tool greatly helps facilities walk through all of the 
possible security measures which may be applicable to their 
facility 

 The ASP allows facilities to better tailor their plans to their 
particular facility—some private sector associations and groups 
have created their own templates 

 This plan must satisfy the applicable 18 risk-based 
performance standards (RBPS) 
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Planned Security Measures 

 DHS allows facilities to take credit for existing security 

measures and planned security measures 

 Planned measures allow a facility further flexibility to 

implement security measures at future dates in order to come 

into compliance 
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Risk-Based Performance Standards 
RBPS-18 Records RBPS-8 Cyber 

RBPS-1 Restrict  

Area Perimeter 

RBPS-3 Screening 

and Access Control 

 Rather than define specific security measures, DHS developed 18 risk-based 

performance standards (RBPS) 

 Compliance with the RBPS will be tailored to fit each facility’s circumstances, 

including tier level, security issues, and physical and operating environments 

 

http://nppd-sp.dhs.gov/ip2/home/extaffairs/IP Picture Library/Information Technology/IT-SSP.jpg
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Security Objectives 

 As a best practice, DHS has now grouped these 18 RBPS into 

5 Security Objectives: 

 Detection 

 Delay 

 Response 

 Cybersecurity 

 Security Management 
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Security Best Practices 

 Focus security on the threat you are trying to prevent. For example: 

 Theft/Diversion facilities may choose to implement egress inspections to 

prevent someone exiting the facility with the COI 

 Release facilities may choose to implement ingress inspections to prevent a 

vehicle bomb or explosive device from reaching the COI 

 Focus security on the critical asset. Deploying security measures at 

specific assets is particularly important to facilities that require restriction 

to some employees, customers, etc., such as: 

 Universities/Colleges 

 Hospitals 

 Store Front operations 

 Co-located facilities 

 Focusing security on assets can also be a more cost effective way of 

employing security measures 
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Best Practices - Detection 

 Facilities can choose to utilize systems (intrusion detection 

system [IDS], access control system [ACS], or closed-circuit 

television [CCTV]) or personnel for detection 

 Either option has benefits and drawbacks 

 Facilities must ensure the detection capability: 

 Covers the appropriate areas and/or entry points 

 Is activated at appropriate times 

 Is accomplished by a responsible and trained individual(s) in order 

to initiate a response 
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Cybersecurity 

 DHS seeks to ensure facilities have flexibility in implementing 
cyber measures. To satisfy RBPS 8, facilities should: 

 Understand how cyber systems are integrated into the protection 
and security of the COI and be able to articulate this to the 
inspection team and within the SSP/ASP 

 Identify appropriate security measures based on these systems to 
include at a minimum: 

 Cybersecurity policies/procedures 

 Cybersecurity awareness training 

 Account access control 

 Password management 

 Cybersecurity controls 

 Incident reporting procedures 
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Personnel Surety 

 Under Security Management, DHS requires background 

checks on certain individuals 

 Facility personnel with access to restricted areas or critical assets 

 Unescorted visitors with access to restricted areas or critical 

assets 

 Four types of checks are currently required for these 

individuals  

 Identity checks 

 Criminal history checks 

 Legal authorization to work checks 

 Terrorist ties (currently being rolled out for Tier 1 and 2 facilities) 
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Expedited Approval Program 

 The Protecting and Securing Chemical Facilities from Terrorist 

Attacks Act of 2014 (the CFATS Act of 2014) now allows for an 

expedited approval program which allows Tier 3 and 4 facilities 

to submit a different version of an SSP 

 A facility choosing this option must certify that it is adopting the 

prescriptive measures set forth in the program guidance, OR, if 

it chooses to deviate from those measures, it must provide an 

explanation of how the security measure meets the RBPS 
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 Chemical Security Inspectors are located across 50 
States 

 About 130 Chemical Security Inspectors 

 Organized into teams  

 DHS conducts two types of inspections: 

 Authorization Inspections 

 Compliance Inspections 

 Authorization inspections are conducted prior to 
security plan approval and have been very beneficial 
to assist facilities in understanding and implementing 
the program requirements 

 Compliance inspections are conducted to verify 
continued compliance with the approved security plan 

Inspections 



Program Status: SSPs and Inspections 

730 Compliance 

Inspections 

3,343 Authorizations 
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As of  April 4, 2016 
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CFATS covers 3,029 facilities:  
- 2,724 assigned a final tier 
- 305 preliminarily tiered  
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Available Resources 

Outreach: DHS outreach for CFATS is a continuous effort to 

educate stakeholders on the program. To request further information 
visit www.dhs.gov/chemicalsecurity or e-mail DHS at 
CFATS@hq.dhs.gov. 

RBPS: To learn more about the Risk Based Performance 

Standards, check out our page at: 
https://www.dhs.gov/publication/cfats-rbps-guidance.  

Expedited Approval Program: To learn more about the 

Expedited Approval Program, check out our page at: 
https://www.dhs.gov/cfats-expedited-approval-program. 

http://www.dhs.gov/chemicalsecurity
mailto:CFATS@hq.dhs.gov
https://www.dhs.gov/publication/cfats-rbps-guidance
https://www.dhs.gov/publication/cfats-rbps-guidance
https://www.dhs.gov/publication/cfats-rbps-guidance
https://www.dhs.gov/publication/cfats-rbps-guidance
https://www.dhs.gov/publication/cfats-rbps-guidance
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program
https://www.dhs.gov/cfats-expedited-approval-program


For more information visit: 

www.dhs.gov/criticalinfrastructure 

Infrastructure Security Compliance Division 

Office of Infrastructure Protection 

CFATS@hq.dhs.gov 


